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LANCOM ES-2126+ and LANCOM ES-2126P

Model
restrictions

W Preface

Preface

Thank you for your confidence in us!

The LANCOM switch models LANCOM ES-2126+ and LANCOM ES-2126P are
ideally suited to small, medium-sized and performance networks in business
environments.

The LANCOM ES-2126+ switch features 24 Fast-Ethernet and two combo
ports (TP/SFP), it integrates perfectly into LANCOM's Advanced Routing und
Forwarding and it supports up to 256 active VLANS. It uses bandwidth control
to prioritize the data traffic according to predefined criteria (e.g. voice data or
certain ports).

Furthermore the LANCOM ES-2126P switch supports Power-over-Ethernet for
connected network devices. The overall power output of 185 Watts from the
PoE supply can be flexibly divided between the ports.

The LANCOM switch can be managed with the clearly structured Webconfig
and is supported by the LANCOM Management Tools (LANconfig and
LANmonitor).

Model variants

This documentation is intended for LANCOM switch users. The following
models are available:

B The LANCOM ES-2126+ without PoE support.

m The LANCOM ES-2126P with PoE support.

Passages applying only to certain models are identified either in the text itself
or by a comment in the margin.

Otherwise the documentation refers to all models collectively as the LANCOM
switch series.

This documentation was created by ...
... several members of our staff from a variety of departments in order to
ensure you the best possible support when using your LANCOM product.

Should you find any errors, or if you would like to suggest improvements, ple-
ase do not hesitate to send an e-mail directly to:

info@lancom.eu

Our online services www.lancom.eu are available to you around the
clock if you have any questions on the content in this manual, or if you
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require any further support. The area 'Support' will help you with
many answers to frequently asked questions (FAQs). Furthermore, the
knowledgebase offers you a large reserve of information. The latest
drivers, firmware, utilities and documentation are constantly available
for download.

In addition, LANCOM Support is available. For telephone numbers
and contact addresses for LANCOM Support, please refer to the enc-
losed leaflet or the LANCOM Systems Web site.

Very important instructions. Failure to observe these may result in damage.

Important instruction that should be observed.

SASKS,

Additional information that may be helpful but is not essential.
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1.2 Just what can your LANCOM switch do?

Hardware

Supports 24-port 10/100M TP ports with Nway and auto MDIX function v v
2 Gigabit dual media ports(TP/SFP) and 2 slots for removable SFP v v
module supporting 1000M SFP fiber module

On-line pluggable fiber transceiver modules v (4
256KB packet buffer and 128KB control memory v v
Maximal packet length can be up to 1536 bytes v v
Full-duplex flow control (IEEE802.3x) and half-duplex backpressure v v
Ssatus LEDs

System: Power, CPURUN, ACT / FDX / SPD(LEDSET) v v
TP Port 1-24: LINK/ACT, FDX, SPD v v
SFP-Ports 25,26: LINK/ACT, FDX, SPD v v
PoE support

PoE with 48VDC power through RJ-45 pin 1, 2, 3, 6. v
Powered Device(PD) auto detection and classification. v
PoE-PSE status and activity LED indicator. v
Management

Concisely the status of port and easily port configuration v v
Per port traffic monitoring counters v v
Port mirror function v v
Static trunk function v v
802.1Q VLAN with 256 entries. 4 4
DHCP Broadcasting Suppression to avoid network suspended or v v
crashed

Trap event while monitored events happened v v
Default configuration which can be restored to overwrite the current v v
configuration which is working on via web browser and CLI
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5 kinds of QoS, are as follows, MAC Priority, 802.1p Priority, IP TOS Pri- v v
ority, and DiffServ DSCP Priority.

Built-in web-based management and CLI management, providing a v v
more convenient Ul for the user

Rapid Spanning Tree (802.1w RSTP) v v
802.1x port security on a VLAN 4 4
SNMP access can be disabled and prevent from illegal SNMP access v v
Ingress, Non-unicast and Egress Bandwidth rating management v v
The trap event and alarm message can be transferred via e-mail and v v
mobile phone short message

Diagnostics to let administrator knowing the hardware status v v
External loopback test to check if the link is ok v v
TFTP for firmware upgrade, system log upload and config file import/ v v
export

Remote boot the device through user interface and SNMP v v
Network time synchronization and daylight saving v v
slglg event log records in the main memory and display on the local con- v v
Options

LANCOM SFP Transceiver: v v

[tem no. 61556 LANCOM SFP-SX-LC1
Item no. 61557 LANCOM SFP-LX-LC1

12
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Installation

This chapter will assist you to quickly install hardware and software. First,
check the package contents and system requirements. The device can be
installed and configured quickly and easily if all prerequisites are fulfilled.

Package content

Before beginning with the installation, please check that nothing is missing
from your package. Along with the LANCOM switch the box should contain
the following accessories:

Power cord (4 (%4
19" adapter (2 pieces) and mounting materials v v
Serial configuration cable v v
LANCOM CD v v
Printed documentation v v

Should anything be missing, please take up immediate contact to your dealer
or to the address on the delivery note supplied with your device.

System requirements

Computers that connect to a LANCOM must meet the following minimum
requirements:

B Operating system that supports TCP/IP, e.g. Windows Vista™,
Windows XP, Windows Millennium Edition (Me), Windows 2000, Win-
dows 98, Linux, BSD Unix, Apple Mac 0S, 0S/2.

B Access to the LAN via the TCP/IP protocol.
m Browser for Web-based configuration.

The LANtools also require a Windows operating system. A web brow-
@ ser under any operating system provides access to WEBconfig.

13
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Status displays and interfaces

Meanings of the LEDs
The following section describes the meaning of the LEDs.

Please be aware that LANmonitor shows far more information about
the status of the LANCOM switch than the LEDs '— Monitoring the
LANCOM switch with LANmonitor".

LEDs and buttons on the LANCOM ES-2126+

Located on the front of the device are light-emitting diodes (LEDs) that pro-
vide information on device status, and also two buttons.

WY e

@ CT
CPURUIN@ @ FDX

[10)
1)
12)

Button to re-start the system.

Blinks green if the CPU is running without problem.
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Power LED: Constant green when power is supplied to the device.

Constant green when the LED mode is set to "Active".

Constant green when the LED mode is set to "Full-Duplex".

Constant green when the LED mode is set to "Speed".

Button to switch the LEDmode between -“Active”, “Full-Duplex” and “Speed”.

Constant green when the network connection is established to the connected
device. Off if no network connection can be established to the connected
device.

This LED displays the following information depending on the selected LED
status:
m LED mode “Active”: Blinks yellow during data transfer.

B LED mode “Full-Duplex”: Constant green when full-duplex mode is active
for this port; blinks yellow in case of collisions.

B LED mode “Speed”: Constant yellow when the 100 Mbps mode is active.
Off when the 10 Mbps mode is active.

Constant green when the network connection is established to the connected
device. Off if no network connection can be established to the connected
device.

Constant green when the optical port is active. Off when the TP port is active

This LED displays the following information depending on the selected LED

status:

B LED mode “Active”: Blinks yellow during data transfer.

B LED mode “Full-Duplex”: Constant green when full-duplex mode is active
for this port; blinks yellow in case of collisions.

B LED mode “Speed”: Constant green when the Gbps mode is active. Off
when the 10 Mbps or 100 Mbps mode is active.

LEDs and buttons on the LANCOM ES-2126P

Located on the front of the device are light-emitting diodes (LEDs) that pro-
vide information on device status, and also two buttons.

= m
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LANCOM
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Port 1 to 24
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[ PoEACT LANCOM ES-2126P
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@ ACT/FDX/SPD @ ACT
@ LINK @ FDX

@ ACT/FDX/SPD @ SPD L4 b
26 LEDSET  RESET

5
[ ]
6
[ ]
(]
7
[ ]
8

Blinks green if the CPU is running without problem.
Power LED: Constant green when power is supplied to the device.
Constant green when the device connected to this port is powered via PoE.

Constant green when the network connection is established to the connected
device. Off if no network connection can be established to the connected
device.

This LED displays the following information depending on the selected LED
status:
m LED mode “Active”: Blinks yellow during data transfer.

m LED mode “Full-Duplex”: Constant green when full-duplex mode is active
for this port; blinks yellow in case of collisions.

B LED mode “Speed”: Constant yellow when the 100 Mbps mode is active.
Off when the 10 Mbps mode is active.

Constant green when the LED mode is set to "Active".
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Constant green when the LED mode is set to "Full-Duplex”.

Constant green when the LED mode is set to "Speed".

Button to switch the LEDmode between -“Active”, “Full-Duplex” and “Speed”.
Button to re-start the system.

Constant green when the optical port is active. Off when the TP port is active.

Connectors on the LANCOM ES-2126+ and LANCOM ES-2126P

The following connectors are located on the rear of the device.

2.4

(2]

@ Connector for serial configuration cable for direct configuration.

@ Connector for IEC power cable for power supply.

Mounting and connecting up the LANCOM switch

Installating the LANCOM switch involves the following steps:

(1) Mounting — The device is designed for mounting in an available 19” unit
in a server cabinet. If necessary fix the rubber pads to the underside of the
device to prevent any scratching to other equipment.

Ensure that the device has sufficient ventilation to prevent damage
from excessive heat build-up.

(@ LAN connection — Connect the network devices to the ports of the LAN-
COM switch by means of a suitable twisted-pair cable (TP cable). The con-
nectors automatically detect the avalable data transfer speeds and the pin
assignment (autosensing).

Use only standard TP cables of category CAT 5 or better with a maxi-
mum length of 100 m to ensure the best possible transfer of data.
Cross-over cables can be used thanks to the auto-sensing function.

If optical connections are to be used, additional modules can be
purchased as accessories.

17
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(3 Configuration via serial ports — In order to configure the LANCOM
switch directly, connect the serial configuration cable (supplied) to the
COM port of the device. Connect the other end of this cable to an avai-
lable COM port (RS 232) on a PC. Instructions on carrying out a configu-
ration via the serial interface and on enterning relevant parameters via a
terminal program are available under — 'Starting the Command Line
Interface via serial connection' in the following chapter.

@ Supply power and switch on — Supply power to the device by means of
the IEC power cable.

(5) Ready for operation? — After a brief self-test, the power LED lights up
continuously. Green LAN-LINK LEDs show which LAN connectors are
being used for a connection.

Software installation

The following section describes the installation of the Windows-compatible
system software LANtools, as supplied.

You may skip this section if you use your LANCOM switch exclusively
@ with computers running operating systems other than Windows.

Starting the software setup

Place the product CD into your drive. The setup program will start automati-
cally.

If the setup does not start automatically, run AUTORUN.EXE in the
@ root directory of the LANCOM CD.
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In Setup, select Install software. The following selection menus will appear

on screen:
#53 Setup Wizard =
Software Components —
Specify which software components you want to be installed during setup. @

Flace a checkmark beside each zoftware component you want to inztall, or remove the
checkmark to exclude it from installation.

oG g
LANmonitar
@ D ocumentation

Enables you to configure your LAMCOM device in ease from your
computer,

Which software should | install?

B LANconfig is the Windows configuration program for all LANCOM
devices. LANconfig searches for all LANCOM devices in your network.
You can use this to start the Web-based configuration of a LANCOM

switch.

m With LANmonitor you can use a Windows computer to monitor all of
your LANCOM devices. This program displays all important status infor-
mation for a LANCOM switch, such as link status or port PoE state.

m With Documentation you copy the documentation files onto your PC.

Select the appropriate software options and confirm your choice with Next.
The software is installed automatically.

19
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3

3.1

3.11

Configuring and monitoring the LANCOM
switch

Configuration options

There are two different methods of configuring the device.

B By means of a graphical user interface or via a browser (WEBconfig). This
option is only available if you have network access to the device's IP
address from your computer.

Instructions for configuring the device with WEBconfig are available in the
chapter "Web-based configuration”.

B Text-orientated configuration via a console (Command Line Interface —
CLI): This method of configuration, which requires a program such as Tel-
net, Hyperterminal, or similar, can be conducted over a network connec-
tion or with a direct connection via serial interface (RS-232).

Instructions for configuring the device with CLI are available in the chap-
ter "Command line interface".

Starting WEBconfig

There are two ways of starting the configuration by browser:

| If you know the device's IP address, simply enter this into the address line
in the browser. The factory settings for accessing the device are: User
name "admin”, password "admin".

Dates  Bawheten Aokt Favorten Edras 7

W B reae e e B passerd | | i v B - - hSedn v () Exbi

Please Input Username & Password

Username: I

Password: [

(S e
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Datel Bearbeiten Ansicht (Chromk  Lesezeichen Extras  Hife

@E-»-& {1 | O nttp:y7192. 168.2. 25 ndexc il [zl &) [[Clz cooge |5

Please Input Username & Password
Username: |admin
Password: |*****—
| Cancel |

PP FIPP| JFPE

AP JPEFJP| RJJR

m If you do not have the device's IP number, LANconfig can be used to
search for it. To start LANconfig click on Start > Programs » LANCOM
» LANconfig.

"."-rj LANconfig

File Edit Device WYiew Tools Help
G @D E|E s 6| R e | e

{3 LANconfig ame Address Device Status Progres:

GE_Swikch 10.958.1.61
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%5 LANconfig

File Edit Device View Tools Help

D% ELHE|SE| M BE EReEea s R

{3 LANconfig Mame | Address | Device Status | Progi
GURES-2126P_QS_MP 10.99.8.50 ok
4]

|| | |Address IM@E

LANconfig automatically searches for all available devices in your net-
work. Any available LANCOM devices will be displayed in the list, inclu-
ding the LANCOM switch. Double-click on this entry to start the browser
automatically with the correct IP address.

What is the IP address of my LANCOM switch?

The current IP address of the LANCOM switch after being switched on depends on the network
constellation.

Networks with DHCP server — In its factory settings, the LANCOM switch is set for auto DHCP
mode, meaning that it searches for a DHCP server to assign it an IP address, subnet mask and
gateway address. The assigned IP address can only be determined by using the appropriate
tools or via the DHCP server. If the DHCP server is a LANCOM device, the IP address of the LAN-
COM switch can be read out from the DHCP table. If this is the case, the LANCOM switch can
be accessed from any network computer that receives its IP address from the same DHCP server.

Network without a DHCP server — If no DHCP server is present in the network, the LANCOM
switch automatically adopts the address "172.23.56.252" (LANCOM ES-2126+) or
"172.23.56.251" (LANCOM ES-2126P). If this is the case, the LANCOM switch can be accessed
from any network computer with its IP address set to the address range "172.23.56.x".

3.1.2  Starting the Command Line Interface over the network

If you know the device's IP address (see section above) and the LANCOM
switch is accessible from your computer via the network, the you can use the
command line interface via the network.

@ To do this, start a console such as Telnet and enter the device's IP address
as the target.

22
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@ Log on with user name and password (default: admin, admin).

INDOWS' system32'telnet.exe
Welcome to Microsoft Telnet Client

Ezcape Character iz ‘CTRL+1’
Microsoft Telnet> open 172.23.56.251_

. Telnet 192.168.2.25

Managed Switch — LANCOM GS5-2124

Login: admin
Password: _

§ C:\WINDOWS\system32\telnet.exe

iillkommen

Das Escapezeichen ist *CTRL++*

Microsoft Telnet> telnet 172.23.56.254

Managed Switch — LANCOM GS5-2124

Login: admin
Password:

3.1.3  Starting the Command Line Interface over the serial connection

If you do not know the IP address of the device, you can use the command
line interface via a serial connection.

@ Use the serial configuration cable to connect the LANCOM switch to the
configuration computer (— "Mounting and connecting up the LANCOM
Switch').

@ Start a terminal program on the configuration computer, such as Hyper-
terminal under Windows. Use the following parameters for the connec-
tion:

O Baud rate: 57600

23
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Stop bits: 1

Data bits: 8

Parity: N

O Flow control: None

o o o

® Log on with user name and password (default: admin, admin).

Which configuration does the device use?

The switch supports four different configurations: The start configuration, the
current working configuration, the user configuration and the default confi-
guration.

@ Start configuration

At the system start, the device takes the parameters from the start confi-
guration and copies these to the working configuration. On shipping, the
start configuration is the same as the default configuration.

To change the start configuration, the altered parameters have to be
@ saved as the start configuration.

@ Working configuration:

This is the currently active configuration in the device. It can be changed
at any time. All changes to the configuration are saved here. Each time
you make changes and press <Apply>, the changes are stored to the wor-
king configuration.

The changes to the working configuration are not automatically
adopted for the start configuration. They have to be saved specifically
as the start or user configuration. If you do not save the changes to
your working configuration, they will be lost and the previous start
configuration will be active when you start the system the next time.

@ User configuration:

This configuration exists for specific requirements or for making backups.
You can save any state of the working configuration as a user configura-
tion and restore this state later or with the function “Restore user confi-
guration”.
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If the start configuration is defective and the the device is not avai-
lable via network, you use the serial configuration interface and the
Command Line Interface to reload a functional start configuration.

@ Default configuration

This is the default configuration and it cannot be altered. The web user
interface has the following options to restore the switch to its default
setting.

|

With the function "restore default configuration included default IP
address” you can reset the switch to the factory default settings
(including the administrator’s password and the auto DHCP setting).

With the function “restore default configuration without changing
current IP address” you can reset the switch to the factory default set-
tings, but without changing the IP address. You can access the switch
at its last IP address.

With the serial configuration interface you can reset the switch to the
factory default setting, without knowing the current administrator’s
password. To do this you have to set up a serial connection to the
device as described in — ’Start Command Line Interface via serial
connection’. In the terminal program, before you enter the username
press CTRL+Z, enter “RESET” as the username and the MAC address
(without blank characters) as the password.

®

This action starts the reset process and all settings will be reset to the
factory default state, including the administrator’s password and the
auto DHCP setting.

Save/Restore

The switch supports three copies of configuration, including the default con-
figuration, working configuration and user configuration for your configura-
tion management. All of them are listed and described below respectively.

m Default Configuration:

This is ex-factory setting and cannot be altered. In Web Ul, two restore
default functions are offered for the user to restore to the default setting
of the switch. One is the function of "Restore Default Configuration inclu-
ding default IP address”, the IP address will restore to default
"192.168.1.1" as you use it. The other is the function of "Restore Default

25
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Configuration without changing current IP address", the IP address will
keep the same one that you had saved before by performing this function.
m Working Configuration:
It is the configuration you are using currently and can be changed any
time. The configurations you are using are saved into this configuration
file. This is updated each time as you press <Apply> button.
W User Configuration:;

It is the configuration file for the specified or backup purposes and can be
updated while having confirmed the configuration. You can retrieve it by
performing Restore User Configuration.

3.3.1 Factory Defaults

Factory Defaults

Are you sure you want to reset the configuration to

Factory Default?

I Restore Default Configuration without changing current 1P address

Yes

B Restore Default Configuration (includes default IP address)

Restore Default Configuration function can retrieve ex-factory setting to
replace the start configuration. And the IP address of the switch will also
be restored to 192.168.1.1.

3.3.2 Save Start

Save as Start Configuration

Are you sure you want to save the current setting as

Start Configuration?

Yes

B Save As Start Configuration

26
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Save the current configuration as a start configuration file in flash
memory.

3.3.3 Save User

Save as User Configuration

Are you sure you want to save the current setting as

User Configuration?

Yes

W Save As User Configuration

Save the current configuration as a user configuration file in flash
memory.

3.3.4 Restore User

Restore User Configuration

Are you sure you want to restore the

User Configuration?

Yes

B Restore User Configuration

Restore User Configuration function can retrieve the previous confirmed
working configuration stored in the flash memory to update start confi-
guration. When completing to restore the configuration, the system's start
configuration is updated and will be changed its system settings after
rebooting the system.

27
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3.35

Save/Restore

Configuration

Save Start Save as Start Configuration
Save as User Configuration

Restore Default Restore Default Configuration including default ip address

Restore Default Restore Default Configuration without changing current ip address

Restore User Configuration

Save as start configuration

Here you can save your current configuration to the flash memory as a
start configuration.

Save as user configuration

Here you can save the current configuration to the flash memory as a user
configuration.

Restore default configuration (includes default IP address)

Here you can reset the switch to its factory settings. The default configu-
ration replaces the start configuration. The device is reset to Auto DHCP
and it retrieves its IP address from a DHCP server in the network. If no
DHCP server is available, the device takes the IP address “172.23.56.252"
(LANCOM ES-2126+) or “172.23.56.251” (LANCOM ES-2126P).

Restore default configuration (excludes current IP address)

Here you can reset the switch to its factory settings. The default configu-
ration replaces the start configuration. However, the switch’s current IP
address as set up by the user is not changed and will NOT be restored to
the default value.

Restore user configuration

Restore User Configuration function retrieves the previous confirmed wor-
king configuration from the flash memory to update the start configura-
tion. After restoring the configuration, the system’s start configuration is
updated and activated after rebooting.
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3.4 Export/ Import Configuration File

Export Configuration File

Export I Current 'I Configuration File m
Import Start Configuration File

I Diurchzuchen.. |m

Import User Configuration File

I Diurchzuchen.. |m

| Config File

With this function, user can back up or reload the configuration files of
Save As Start or Save As User via TFTP.

B Parameter:
O Export File Path:
Export Start: Export Save As Start's config file stored in the flash.

Export User-Conf: Export Save As User's config file stored in the flash.

O Import File Path:
Import Start: Import Save As Start's config file stored in the flash.

Import User-Conf: Import Save As User's config file stored in the flash.

3.4.1 Config file

Configure Export/lmport File Path

TFTP Server IP 0.0.0.0
Exortriepatn |
mportftepatn |
| import Start | Import User-Conf |
m Config file
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3.5

3.5.1

With this function you can backup or reload the start and user configura-
tion via TFTP.

B Parameter
O Export file path:

Export start; You can export the start configuration from the flash
memory.

Export user conf.; You can export the user configuration from the
flash memory.

O Import file path:

Import start: You can import the start configuration to the flash
memory here.

Import user conf.: You can import the user configuration to the
flash memory here.

Monitoring the LANCOM switch with LANmonitor

The current state of the device and all ports can be monitored using the LEDs
on the front panel. With LANmonitor the devices can be observed from any
workstation without being able to see the LEDs. Besides the status informa-
tion provided by the LEDs the LANmonitor provides further important infor-
mation on the ports.

Ethernet port status

LANmonitor displays the current status of all of the device's Ethernet ports.
This includes monitoring of the state as configured by the admin (config state)
and the actual state (link state) of the port. Each port is displayed with two
colored symbols in LANmonitor:
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ol

File Device Yiew Tools Help

Q| e v RR| TRy K

B Ethernet ports

=175 Gigabit Ethernet part-1

----- T Config state: Up

----- S Link state: Up

..... - Speed/Duplesx: 100M/Full
----- T VLAN-ID: 1

=5 Gigabit Ethernet port-2

----- T Config state: Up

----- 3 Link state: Up

----- % SpeedDuplesx: 1G/Full
----- T VLAN-ID: 1

-5 Gigabit Ethernet port-3

----- T Config state: Up

----- S Link state: Up

----- % SpeedDuplesx: 1G/Full
----- T WLAN-ID: 1 LI

EI— -ioix
File Device View Tools Help

w2 SRR DL 5reE| ¥

]

Bl Ethernet-Ports

=
[=-7= Fast Ethernet-Port-1 J

----- - Config state: Down

----- T Link state: Down

----- S VLAN-ID: 192

[=-7§= Fast Ethernet-Port-2

----- - Config state: Up

----- T Link state: Down

----- 3 VLANAD: 1

[=-7§5 FastEthernet-Port-3

----- - Config state: Up

----- T Link state: Up

----- % Speed,Duplex: 100M/Full
----- 3 VLANAID: 1 x|

m The left icon shows the config state:
O Gray: The port is deactivated in the configuration
0 Yellow: The port is activated in the configuration
B The right-hand icon shows the link state:
O Gray: No active network device is connected to the port
0 Green: A network device is connected to the port and active

Apart from the status, LANmonitor displays the VLAN ID for each port and the
detected data rate at active ports connected to active network devices.
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3.5.2 Port PoE status

LANmonitor displays the current PoE status of all of the device's ports. This
includes the state configured by the admin (PoE enabled or disabled) and the
current power feed to connected devices. Each port is displayed with two
colored symbols in LANmonitor:

IE— -0l

File Device View Tools Help

e N RN A =R R R TS

lep ES-2126P_QS_MP N
-3 Ethernet ports
EI§ PoE: Active
= § Summary
§ Total power: 185 W
§ Actual power: 27 W
§ Ports
Bl Port-1
[ § Status: Disabled
Port-2
§ Status: Supply inactive
Port-3

[T - (31 [
R
o
o
=
&

Port-7

§ Status: Supply active
: § Power dassification: Class 2 LI
Ea— -0l

File Device View Tools Help

e N RN A =R R R TS

lep ES-2126P_QS_MP N
-3 Ethernet ports
EI§ PoE: Active
E|§ Summary
§ Total power: 185 W
§ Actual power: 27 W
§ Ports
Bl Port-1
e § Status: Disabled
Port-2
§ Status: Supply inactive

- 4. Port-3
- 4. Port4
- 4. Port-5
- 4. Port-s
B 4 Port-7
§ Status: Supply active
: § Power dassification: Class 2 LI

B The left icon shows the PoE configuration:
O Gray: PoE feed for the port is deactivated in the configuration
O Yellow: PoE feed for the port is activated in the configuration
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B The right-hand icon shows the current power feed.
O Gray: No PoE-powered device is connected to this port

0 Green: A PoE-powered device is connected to this port and is being
fed with power

Along with PoE status, LANmonitor also shows the PoE class as detected for
the powered devices. When a Powerded Device (PD) is connected, the Power
Source Equipment (PSE) measures the power requirement of the device.

Power requirements of the PDs are classified as follows:
Pofdass U Powerrnge

0 default 0,44W-12.95W

1 optional 0,44 W - 384 W

2 optional 384W-6.49W

3 optional 6,49W-12.95W

4 reserved 154 W
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4

Operation of Web-based Management

This chapter instructs you how to configure and manage the LANCOM ES-
2126+ or LANCOM ES-2126P through the web user interface it supports, to
access and manage the 24 10/100Mbps TP + 2 Gigabit dual media ports with
TP/SFP Fiber management Ethernet switch. With this facility, you can easily
access and monitor through any one port of the switch all the status of the
switch, including MIBs status, each port activity, Spanning tree status, port
aggregation status, multicast traffic, VLAN and priority status, even illegal
access record and so on.

The default values of the managed switch are listed in the table below:

IP Adress 172.23.56.252 172.23.56.251
Subnet Mask 255.255.255.0 255.255.255.0
Default Gateway 172.23.56.254 172.23.56.254
Default DNS-Server 172.23.56.254 172.23.56.254
Username admin admin
Password admin admin

After the managed switch has been finished configuration in the CLI via the
switch’s serial interface, you can browse it. For instance, type http://
192.168.1.1 in the address row in a browser, it will show the following screen
and ask you to input username and password in order to login and access. The
default username and password are both “admin”. For the first time to use,
please enter the default username and password, then click the <Login> but-
ton. The login process now is completed.

In this login menu, you have to input the complete username and password
respectively, the switch will not give you a shortcut to username automatically.
This looks inconvenient, but safer.

In the switch, it supports a simple user management function allowing only
one administrator to configure the system at the same time. If there are two
or more users using administrator’s identity, the switch will allow the only one
who logins first to configure the system. The rest of users, even with adminis-
trator’s identity, can only monitor the system. For those who have no adminis-
trator’s identity, can only monitor the system. There are only a maximum of
three users able to login simultaneously in the switch.
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To optimize the display effect, we recommend you use Microsoft IE 6.0 above,
Netscape V7.1 above or FireFox V1.00 above and have the resolution
1024x768. The switch supported neutral web browser interface.

In the figure in the next chapter, for example, left section is the whole function
tree with web user interface and we will travel it through this chapter.

Datel Bearbeiten Ansicht (Chromk  Lesezeichen Extras  Hife

@ - - @ (i [D rtwo s 257000 Sl CIE o5 r

Please Input Username & Password
Username: |admin
Password: l*****—

Web Management Home Overview

After you login, the switch shows you the system information. This page is
default and tells you the basic information of the system, including “Model
Name”, “System Description”, “Location”, “Contact”, “Device Name”, “System
Up Time”, “Current Time”, “BIOS Version”, “Firmware Version”, “Hardware-
Mechanical Version”, “Serial Number”, “Host IP Address”, “Host MAC
Address”, “Device Port”, “RAM Size” and “Flash Size”. With this information,
you will know the software version used, MAC address, serial number, how
many ports good and so on. This is helpful while malfunctioning.
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Auto Lc

LANCOM

Systems

System Information

Madel Narme ES-2126P
System Description 24-Port 10/100Mbps POE +2G/2SFP L2 SNMP Switch

Location | |

EI— |

o [T |

B S 2 Days 18 Hours 16 Mins 9 Secs

Current Time (Wed Jun 18 19:17:44 2008

mosverson 813

Firmware Version V2.36

[ Hardware Wechanical Version— (gKIRALT

Serial Number 03120F000011

Host IP Address 192.168.2.25

Host MAC Address 00-A0-57-13-FA-TE

Device Port UART * 1 TP 24 Fiber * 2
16 M

(Flashsize gl
 Apply |

FEFFF P PP RPP PP PP RADPPFRRR R

4.1.1 The Information of Page Layout

On the top side, it shows the front panel of the switch. In the front panel, the
linked ports will display green; as to the ports, which are link off, they will be
dark. For the optional modules, the slot will show only a cover plate if no
module exists and will show a module if a module is present. The image of
module depends on the one you inserted. The same, if disconnected, the port
will show just dark, if linked, green.

In this device, there are clicking functions on the panel provided for the infor-
mation of the ports. These are very convenient functions for browsing the
information of a single port. When you click on the front panel of the port, an
information window for the port will pop up.
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rRRRPRRRY

Link

Auto Negotiation
Speed/Duplex
Rx Pause

Tx Pause

Tx Packet
Rx Packet
Tx Collision

3 hitp://192.168.2. 25/iconportdetail.html - Microsoft Internet Ex... [ |

Port 2 Detail Information

Up
Enabled
Enabled
100M/Full
ON

OFF
18647541
73685079
48437
642626

0

2 SHMP Switch

Auto Logout 3 min =

The figure shows the basic information of the clicked port. With this, you'll see
the information about the port status, traffic status and bandwidth rating for
egress and ingress respectively.

On the right-top corner, there is a pull-down list for Auto Logout. For the sake
of security, we provide auto-logout function to protect you from illegal user as
you are leaving. If you do not choose any selection in Auto Logout list, it
means you turn on the Auto Logout function and the system will be logged
out automatically when no action on the device 3 minutes later. If OFF is cho-
sen, the screen will keep as it is. Default is ON.

On the left side, the main menu tree for web is listed in the page. They are
hierarchical menu. Open the function folder, a sub-menu will be shown. The
functions of each folder are described in its corresponded section respectively.
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When clicking it, the function is performed. The following list is the full func-
tion tree for web user interface.

Root

Port

Loop Detection

DHCP Boot
IGMP Snooping

<
>
=

MAC Table

GVRP

Trunk

Alarm
Configuration

Security
Bandwidth

oS

o

Diagnostics

TFTP Server

Firmware Upgrade
Reboot

Logout

4.1.2  System Information

B Function name: System Information
W Function Description: Shows the basic system information.
W Parameter Description:

O Model name: The model name of this device.

O System Description: As it is, this tells what this device is. Here, it is
“24-Port 10/100BaseT/TX Managed PoE Switch”.
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Location: Basically, it is the location where this switch is put. User-
defined.

Contact: For easily managing and maintaining device, you may write
down the contact person and phone here for getting help soon. You
can configure this parameter through the device’s user interface or
SNMP.

Device name: The name of the switch. User-defined. Default is GS-
2224L.

System up time: The time accumulated since this switch is powered
up. Its format is day, hour, minute, second.

Current time: Show the system time of the switch. Its format: day of
week, month, day, hours : minutes : seconds, year. For instance, Tue
Apr 20 23:25:58 2005.

BIOS version: The version of the BIOS in this switch.
Firmware version: The firmware version in this switch.

Hardware-Mechanical version: The version of Hardware and Mecha-
nical. The figure before the hyphen is the version of electronic hard-
ware; the one after the hyphen is the version of mechanical.

Serial number: The number is assigned by the manufacturer.
Host IP address: The IP address of the switch.

Host MAC address: It is the Ethernet MAC address of the management
agent in this switch.

Device Port: Show all types and numbers of the port in the switch.
RAM size: The size of the DRAM in this switch.
Flash size: The size of the flash memory in this switch.

IP Configuration

IP configuration is one of the most important configurations in the switch.
Without the proper setting, network manager will not be able to manage or
view the device. The switch supports both manual IP address setting and
automatic IP address setting via DHCP server. When IP address is changed,
you must reboot the switch to have the setting taken effect and use the new
IP to browse for web management and CLI management.
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IP Configuration

DHCP Setting
IP Address 192.168.2.25
255.255.255.0 ¥

Default Gateway 192.168.2.100|

Function name: IP Configuration

Function Description: Set IP address, subnet mask, default gateway and
DNS for the switch.

Parameter Description:

[ DHCP Setting: DHCP is the abbreviation of Dynamic Host Configura-
tion Protocol. Here DHCP means a switch to turn ON or OFF the func-
tion.

The switch supports DHCP client used to get an IP address automati-
cally if you set this function “Enable”. When enabled, the switch will
issue the request to the DHCP server resided in the network to get an
IP address. If DHCP server is down or does not exist, the switch will
issue the request and show IP address is under requesting, until the
DHCP server is up. Before getting an IP address from DHCP server, the
device will not continue booting procedures. If set this field “Disable”,
you'll have to input IP address manually. For more details about IP
address and DHCP, please see the Section 2-1-5 “IP Address Assign-
ment” in this manual.

Default: Disable

O IP address: Users can configure the IP settings and fill in new values
if users set the DHCP function “Disable”. Then, click <Apply> button
to update. When DHCP is disabled, Default: 192.168.1.1 If DHCP is
enabled, this field is filled by DHCP server and will not allow user
manually set it any more.

O Subnet mask:

The subnet mask divides the IP address in two parts, one for the net-
work and one for the device. The part of the network denotes the net-
work of the computer. Only computer in the same network are able to
communicate with each other. With devices of other networks can
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only be communicate through a router. The part of the device denotes
the single device in a network. The address of the device within a net-
work needs to be unambiguously.

For more information, please also see the Section “IP Address Assign-
ment” in this manual. Default: 255.255.255.0

O Default gateway: Set an IP address for a gateway to handle those
packets that do not meet the routing rules predefined in the device. If
a packet does not meet the criteria for other pre-defined path, it must
be forwarded to a default router on a default path. This means any
packet with undefined IP address in the routing table will be sent to
this device unconditionally.

Default: 192.168.1.254

0 DNS: Itis Domain Name System used to serve the translation between
IP address and name address.

The switch supports DNS client function to re-route the mnemonic
name address to DNS server to get its associated IP address for acces-
sing Internet. User can specify a DNS IP address for the switch. With
this, the switch can translate a mnemonic name address into an IP
address.

There are two ways to specify the IP address of DNS. One is fixed
mode, which manually specifies its IP address, the other is dynamic
mode, which is assigned by DHCP server while DHCP is enabled. DNS
can help you easily remember the mnemonic address name with the
meaningful words in it. Default is no assignment of DNS address.

Default: 0.0.0.0

4.1.4 Time Configuration

The switch provides manual and automatic ways to set the system time via
NTP. Manual setting is simple and you just input “Year”, “Month”, “Day”,
“Hour”, “Minute” and “Second” within the valid value range indicated in each
item. If you input an invalid value, for example, 61 in minute, the switch will
clamp the figure to 59.

NTP is a well-known protocol used to synchronize the clock of the switch sys-
tem time over a network. NTP, an internet draft standard formalized in RFC
1305, has been adopted on the system is version 3 protocol. The switch pro-
vides four built-in NTP server IP addresses resided in the Internet and an user-
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defined NTP server IP address. The time zone is Greenwich-centered which
uses the expression form of GMT+/- xx hours.

B Function name: Time

B Function Description: Set the system time by manual input or set it by syn-
cing from Time servers. The function also supports daylight saving for dif-
ferent area’s time adjustment.

W Parameter Description:
O Current Time: Shows the current time of the system.
0 Manual: This is the function to adjust the time manually. Filling the

valid figures in the fields of Year, Month, Day, Hour, Minute and
Second respectively and press <Apply> button, time is adjusted. The
valid figures for the parameter Year, Month, Day, Hour, Minute and
Second are >=2000, 1-12, 1-31, 0-23, 0-59 and 0-59 respectively.
Input the wrong figure and press <Apply> button, the device will
reject the time adjustment request. There is no time zone setting in
Manual mode.

Default: Year = 2000, Month = 1, Day = 1, Hour = 0, Minute =0,
Second =0

NTP: NTP is Network Time Protocol and is used to sync the network
time based Greenwich Mean Time (GMT). If use the NTP mode and
select a built-in NTP time server or manually specify an user-defined
NTP server as well as Time Zone, the switch will sync the time in a
short after pressing <Apply> button. Though it synchronizes the time
automatically, NTP does not update the time periodically without
user’s processing.

Time Zone is an offset time off GMT. You have to select the time zone
first and then perform time sync via NTP because the switch will com-
bine this time zone offset and updated NTP time to come out the local
time, otherwise, you will not able to get the correct time. The switch
supports configurable time zone from —12 to +13 step 1 hour.

Default Time zone: +8 Hrs.

Daylight Saving: Daylight saving is adopted in some countries. If set,
it will adjust the time lag or in advance in unit of hours, according to
the starting date and the ending date. For example, if you set the day
light saving to be 1 hour. When the time passes over the starting time,
the system time will be increased one hour after one minute at the
time since it passed over. And when the time passes over the ending
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time, the system time will be decreased one hour after one minute at
the time since it passed over.

The switch supports valid configurable day light saving time is -5 ~
+5 step one hour. The zero for this parameter means it need not have
to adjust current time, equivalent to in-act daylight saving. You don’t
have to set the starting/ending date as well. If you set daylight saving
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to be non-zero, you have to set the starting/ending date as well;
otherwise, the daylight saving function will not be activated.

Default for Daylight Saving: 0.

The following parameters are configurable for the function Daylight
Saving and described in detail.

Day Light Saving Start :
This is used to set when to start performing the day light saving time.
Mth:
Rangeis 1 ~ 12.
Default: 1
Day:
Rangeis 1 ~ 31.
Default: 1
Hour:
Range is 0 ~ 23.
Default: 0

Day Light Saving End: This is used to set when to stop performing the
daylight saving time.

Mth:
Rangeis 1 ~12.
Default: 1

Day:
Rangeis 1 ~ 31.
Default: 1

Hour:
Range is 0 ~ 23.
Default: 0
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System Time Setting

Current Time Wed Jun 18 19:32:12 2008
Year |2008 |(2000~2036)Month |6 (1~12)
Day |18 (1~-31) Hour |19 0~23)
Minute32 (0~59) Second|12 (0~59)
@ NTP 209.81.9.7(USA)
137.189.8.174(HK)
133.100.9.2(JP) Time Zone | GMT+8:00

131.188.3.222{Germany)

Account Configuration

In this function, only administrator can create, modify or delete the username
and password. Administrator can modify other guest identities’ password wit-
hout confirming the password but it is necessary to modify the administrator-
equivalent identity. Guest-equivalent identity can modify his password only.
Please note that you must confirm administrator/guest identity in the field of
Authorization in advance before configuring the username and password.
Only one administrator is allowed to exist and unable to be deleted. In addi-
tion, up to 4 guest accounts can be created.

The default setting for user account is;

B Username: admin

W Password: admin

The default setting for guest user account is:
m  Username: guest

B Password: guest

Account Configuration

Authorization

admin Administrator
guest Guest

[ create Now et [l Delte
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B Management Security

Through the management security configuration, the manager can do the
strict setup to control the switch and limit the user to access this switch.

The following rules are offered for the manager to manage the switch:

@ When no lists exists, then it will accept all connections.

Accept

@ When only “accept lists” exist, then it will deny all connections, excluding
the connection inside of the accepting range.

Deny Deny

©® When only “deny lists” exist, then it will accept all connections, excluding
the connection inside of the denying range.

Accept Accept

@ When both “accept and deny” lists exist, then it will deny all connections,
excluding the connection inside of the accepting range.

Accept | Deny Deny Deny [Accept
O

@ When both “accept and deny” lists exist, then it will deny all connections,
excluding the connection inside of the accepting range and NOT inside of
the denying range at the same time.
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Accept
Deny

Deny| Acc | Deny | Ace  |Deny

Accept

B Function name: Management Security Configuration

B Function Description: The switch offers Management Security Configura-
tion function. With this function, the manager can easily control the mode
that the user connects to the switch. According to the mode, users can be
classified into two types: Those who are able to connect to the switch
(Accept) and those who are unable to connect to the switch (Deny). Some
restrictions also can be placed on the mode that the user connect to the
switch, for example, we can decide that which VLAN VID is able to be
accepted or denied by the switch, the IP range of the user could be accep-
ted or denied by the switch, the port that the user is allowed or not allo-
wed to connect with the switch, or the way of controlling and connecting
to the switch via Http, Telnet or SNMP.

Management Security Configuration

| Name |  wD |  PRage |
® Any
] o O custom
O custom l:l | | | |

Incoming Port | AccessType | Action |
® Any
O Custom ® any
1. 2 3. a. 5, 6. 7. g.[ 1 O Custom O peny
Hit
9. 10. 11. 12. 13. 14. 15. 16. P ® Accept
Telnet
17. 18. 19. 20, 21. 22, 23. 24, SNMP
25, 26.

B Parameter Description:

O Name: A name is composed of any letter (A-Z, a-z) and digit (0-9)
with maximal 8 characters.
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0 VID: The switch supports two kinds of options for managed valid
VLAN VID, including “Any” and “Custom”. Default is “Any”. When you
choose “Custom”, you can fill in VID number. The valid VID range is
1~4094.

O IP Range: The switch supports two kinds of options for managed valid
IP Range, including “Any” and “Custom”. Default is “Any”. In case
that” Custom” had been chosen, you can assigned effective IP range.
The valid range is 0.0.0.0~255.255.255.255.

O Incoming Port; The switch supports two kinds of options for managed
valid Port Range, including “Any” and “Custom”. Default is “Any”. You
can select the ports that you would like them to be worked and rest-
ricted in the management security configuration if "Custom” had
been chosen.

O Access Type: The switch supports two kinds of options for managed
valid Access Type, including “Any” and “Custom”. Default is “Any”.
“Http”, “Telnet” and “SNMP” are three ways for the access and mana-
ging the switch in case that” Custom” had been chosen.

O Action: The switch supports two kinds of options for managed valid
Action Type, including “Deny” and “Accept”. Default is “Deny”. When
you choose “Deny” action, you will be restricted and refused to
manage the switch due to the “Access Type” you choose. However,
while you select “Accept” action, you will have the authority to
manage the switch.

O Edit/Create; A new entry of Management Security Configuration can
be created after the parameters as mentioned above had been setup
and then press <Edit/Create> button. Of course, the existed entry also
can be modified by pressing this button.

0 Delete: Remove the existed entry of Management Security Configura-
tion from the management security table.

4.1.6 Virtual Stack

B Function name: Virtual Stack

B Function Description: Virtual Stack Management(VSM) is the group
management function. Through the proper configuration of this function,
switches in the same LAN will be grouped automatically. And among
these switch, one switch will be a master machine, and the others in this
group will become the slave devices.
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VSM offers a simple centralized management function. It is not necessary
to remember the address of all devices, manager is capable of managing
the network with knowing the address of the Master machine. Instead of
SNMP or Telnet Ul, VSM is only available in Web UI. While one switch
become the Master, two rows of buttons for group device will appear on
the top of its Web UI. By pressing these buttons, user will be allowed to
connect the Web Ul of the devices of the group in the same window wit-

hout the login of these device.
The most top-left button is only for Master device. The background color -

of the button you press will be changed to represent that the device is
under your management.

Note: It will remove the grouping temporarily in case that you login the
switch via the console.

The device of the group will be shown as station address ( the last number
of IP Address) + device name on the button (e.g. 196_GS-2224L), other-
wise it will show ” ---- “ if no corresponding device exists.

Once the devices join the group successfully, then they are merely able to
be managed via Master device, and user will fail to manage them via tel-
net/console/web individually.

Up to 16 devices can be grouped for VSM, however, only one Master is
allowed to exist in each group. For Master redundancy, user may
configure more than two devices as Master device, however, the Master
device with the smaller MAC value will be the Master one. All of these 16
devices can become Master device and back up with each other .

Virtual Stack Configuration

Disable v

Note: You should logout every time you have
changed the state of Virtual Stack.

W Parameter Description:

O State: It is used for the activation or de-activation of VSM. Default is
Enable.
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O Role; The role that the switch would like to play in virtual stack. Two
types of roles, including master and slave are offered for option.
Default is Master.

O Group ID: It is the group identifier (GID) which signs for VSM. Valid
letters are A-Z, a-z,0-9,“ - “and “_" characters. The maximal length
is 15 characters.

4.2 Port

Five functions, including Description, Port Status, Port, Simple Counter and
Detail Counter are contained in this function folder for port monitoring and
management. Each of them will be described in detail orderly in the following
section.

Port

Configuration
Description

Simple Counter

i

Detail Counter

4.2.1 Port Status

The function Port Status gathers the information of all ports’ current status
and reports it by the order of port number, media, link status, port state, Auto-
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